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Decentralized Marketplaces on Ethereum
Decentralized marketplace:

truly peer-to-peer transactions without centralized authorities taking their fees. 

blockchain and smart contracts to verify sellers/buyers and proceed with payments. 

DM are DApps: censorship-resistant, autonomous, transparent, unstoppable, secure, resilient  



Decentralized Blockchain-Based Electronic Marketplaces, Hemang Subramanian 
Communications of the ACM, Vol. 61 No. 1, Pages 78-84

Decentralized vs centralized marketplace



Blockchain-based Decentralized Cloud Computing

● Decentralized marketplace for trading computing resources (servers, 
applications, datasets)


● Use Ethereum to advertise/provision computing resources

● Providers can interact in a P2P way, without central authority

DATA PROVIDERS

SERVER PROVIDERS
APPLICATION PROVIDERS

      Why Does it Matter ? 
● Decentralized applications need 

an infrastructure

● Cheaper, greener, more efficient 

than traditional centralized Cloud



The iExec Token: RLC

Token usage 

● The RLC Token is the only way to access the iExec decentralized marketplace


● Providers are paid with RLC


● Allows to build incentives in the network.

● 87 millions emitted and sold during ICO (April 2017)



iExec Walkthrough



Transaction Model

Dapp provider Dataset provider Worker pool

Requester
Deal

Transaction happens for the execution of a task or a bag-of-tasks (BoT)  
● Requesters asks for the execution of task (UserOrder) 
● Provider emits counterpart orders (DappOrder, DataOrder, PoolOrder) 
● Deal is sealed and registered in the blockchain 
● Pricing model-> Pay-per-Task



Proof-of-Contribution

staking + reputation + result certification:  
• A confidence threshold is associated with each requested execution

• Workers have a reputation

• Before executing a task, workers commit a security deposit (stake)

• The execution confidence threshold is computed by comparing results and computing a 

function of the credibility and stake

• Task is duplicated as long as the confidence threshold is not met

• Workers who computed an erroneous results loose their stake

• Workers who correctly compute gains the payments + the losers’ stake

• Reputation is adjusted 



Decentralization != P2P 

iExec runs some centralized services/components

Dappstore 
● curated list of Dapps 
● billing

Anyone can run these services, and are encouraged to do so ! 
● Builds verticals where expertise is required: IA, fintech, CGI, etc. 
● Public worker pools for volunteer Internet PC 

Worker pool manager 
● schedule tasks to workers 
● fees



Towards Market Networks
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New Usages

Allows to trade computing power as a commodity

Allows companies and individuals to monetize their servers/PCs

Price per task execution paid in 
RLC

RLC/
WORK





iExec End-to-End Trusted Execution with Intel SGX 

Enclaves: Confines execution and data within a encrypted environment: no one 
can access/tamper the execution 

● SDK that provides full end-to-end privacy preserving computation 
○ for application/input/results 
○ guarantee execution integrity 
○ provide on-chain enclave execution attestation 

  



Dataset Wallet
Renting data-sets while keeping full ownership 

Possible thanks to Trusted Execution 

Needs Application certification

Use-case: Semantic Image Segmentation with Convolutional Neural Net

+

+

Trained NN

Input
Output



Open Decentralized Brokering

● Address scalability problem of the marketplace 
● Decouple brokering: 0x-like protocol 

○ sealed deals are stored on-chain 
○ market management is done off-chain 

● Reduce gaz consumption 
● Allows for more complex order book management 

○ bid/ask 
○ In the future: OTC, discount, subscription etc... 



Domain Specific Sidechain (DSS)

Problem: 

● Implementing PoCo/MP on mainet is costly (#tx) 
● Idea: how better we can be if we sacrifice decentralization for performance ?

Ethereum PoA  
sidechain

Solution: 

● Store information needed to establish the 
consensus on a sidechain with PoA 

● Bridge mainchain/sidechain with Parity bridge 
● Later: zksnarks bridge



Governance

Hybrid blockchain design: 

● Mainnet stores values (tokens), governance and bridges 
● Domain Specific Sidechain which is optimized for running the decentralized marketplace 

stores deals and consensus results 

Governance issues: 

● Who are the nodes allowed to maintain the DSS ? How to upgrade the consensus 
protocol? How to tune the reward/punishment ? 

● Those questions should be handled by the stakeholders: token holders, traders, users, 
providers, service operators, etc.



Conclusion

Decentralized marketplace might be the future blockchain killer apps! 

Still significant challenges to achieve scalability, reasonable cost overhead, and 
performance. 


