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Disclaimer

- COLORFUL Technology in new
' COLORADO & Society not ready
== No financial advice
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Blockstack

New app

Built on Stacks, Auth & Gaia

“We abstract the Blockchain complexity so
app developers can focus on building
great apps”

Auth & Gaia

Javascript: authentication and file storage

- Keep auth and smart contracts on-chain
. Stacks Blockchain
- Keep encrypted data off-chain

Rust: Provides security and consensus

« Wrap everything in an easy JavaScript API



Blockstack

Combinator m

Seed Funding

el

PRINCETON
UNIVERSITY

Blockstack founded
at Princeton
1

1
i
i
i
! i
2013

2014

Decentralized Identity
Registrar

B Blockstack

History

~$47.5M Token Offering

version
one

! Today B
q 1
3 Peer-reviewed research ~$4M Series A ; J
publications | ; !
o i :
2015 2016 2017 : 2018 2019 2020

Blockchain Testnet Stacks Blockchain

Research & Gaia Storage App Mining Pilot

Development
Blockstack Developer Platform

Blockstack Browser

Smart contracts

Stacks blockchain
v2



B Blockstack

Decentralized Identity

Self-sovereign
Veriflable
e Person vs. profiles

Ypto
ar, Phjc
Keys

e No more passwords
e W3C working group




B Blockstack

Decentralized Identity - “Login”

Forget about OAuth dance!
‘ Forget about email!
Use Decentralized Identifiers (DID)
did:example:123456789abcdefghi

Authenticator

Network

45 different DID methods
Blockstack is one of them
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Decentralized Storage

e Diversity in locations
e Distributed vs. self-controlled
e Server-less apps

Blockstack:
Gaia protocol
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Blockstack Starter Kit i s

a Blockstack

REBL One

A Foundation for Making Apps using React and Blockstack.

REBL One is an open source project providing a minimalistic Blockstack starter app, with

like you to quickly get g
Blockstack app development.

the purpose of hel

About Blockstack

s @ New York based public

Blockstacl

benefit corporation, creatinga  $200K/month to the best apps on the
decentralized computing platform, increas
ecosystem designed to protect digital  month from May 2020. Use REBL Oneto
rights including privacyand  make an app and start eaming your share
data ownership. already next month

REBL One - Basic Functionality

After signing in and authenticating with Blockstack, you'l view

- your personal profile and be able to save a note to
Blockstack's online storage, Gaia.
ign in with Blockst
b I k k .
You can build on this core to make amazing apps.

Quick Start

o
I e a Ct S Assuming you have accounts on Github and Netify you can automatically
O generate a website with your own clone of this app:

bootstrap


https://one.rebl.run

Create your username

8 Blockstack Browser X -+
< & & https://browser.blockstack.org/sign-up?redirect=%2F%23coreAPIPassword%3DPretendPasswordAPI%26logServerPort%3D w E 0 & @ :
= Apps (5 Trading B3 Crypto B Think Tank B Blog ES Travel B Wishlist E5 University B3 Creativity B3 Prototyping B Simtech ES Web Design » B3 Other Bookmarks

Create your Blockstack ID

Completely censorship free, private, and secure. One
login for 100s of apps. Powered by blockchain.

Create new ID

Sign in with an existing ID



Check Availability

B Blockstack Browser X 4
& c @ https://browser.blockstack.org/sign-up?redirect=%2F%23coreAPIPassword%3DPretendPasswordAPI%26logServerPort%3D DX 1B G ) 9 :
i1 Apps [E3 Trading B Crypto B Think Tank E5 Blog B Travel B Wishlist ES University [E5 Creativity B Prototyping ES Simtech [EJ Web Design » 3 Other Bookmarks

Create a username
Username Available!

thisismyusername

This will be your unique, public identity for any

Blockstack app.



Set Password (for on-device security)

[ Blockstack Browser X 4+
< C @ localhost:8888/sign-up?redirect=%2F%23coreAPIPassword%3DPretendPasswordAPI%26logServerPort%3D8333 or Y E & 2 @ :
i1 Apps [ Trading B3 Crypto [ES Think Tank E5 Blog B3 Travel ES Wishlist ES University [E5 Creativity B Prototyping ES Simtech [EF Web Design » | [ Other Bookmarks

Create a password

Register ID >

8 characters minimum. Please record your password,

Blockstack cannot reset this password for you.



Enter email (for recovery)

8 Blockstack Browser X -+
& & @ https://browser.blockstack.org/sign-up?redirect=%2F%23coreAPIPassword%3DPretendPasswordAPI|%26logServerPort%3D or % T 6 =2 @ :
15 Apps [5 Trading ES Crypto [E5 Think Tank £ Blog ES Travel [E5 Wishlist [E5 University [E5 Creativity E5 Prototyping E5 Simtech [ES Web Design » | B3 Other Bookmarks

What is your email?

Your email is needed for backup and recovery
options.



ID ready

B Blockstack Browser X -+
& C & https://browser.blockstack.org/sign-up?redirect=%2F%23coreAPIPassword%3DPretendPasswordAPI1%26logServerPort%3D o % HEH @ & @ :
: Apps [5 Trading E5 Crypto E5 Think Tank 5 Blog E5 Travel [EJ Wishlist E5 University B3 Creativity [E5 Prototyping ES Simtech E5 Web Design » [ Other Bookmarks

thisismyusername
.id.blockstack

Your ID is ready and we sent recovery instructions to
your email. You can also view your
Secret Recovery Key.




Blockstack Starter Kit
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& https://one.rebl.run ') :

B Blockstack Log Out

%

Hello, Friedger Miiffke!

& erblockstack.org/

Selectan ID

"REBL One" (one.rebl.run) wants to read
your basic info. Select an ID to use:

8 Blockstack
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Blockstack Profile

did:stack:v0:TMk9gNKVdeLsodtbtUssVJmJMRHaEa2hGF-67

Friedger Muffke
Entredeveloper in Europe
friedger.id

https://app-center.openintents.org/u/friedger.id
https://explorer.blockstack.org/name/friedger.id
https://landr.me/friedger.id



https://app-center.openintents.org/u/friedger.id/
https://explorer.blockstack.org/name/friedger.id
https://landr.me/friedger.id
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Blockstack Login

const {signIn, person} = useBlockstack()

const userSession = new UserSession(appConfig)
userSession.redirectUsexrTolLogin()

userSession.handleAuthResponse ()



user's keychain Q&
phrase.

derived
Blocksatck Decentralized
user's Id n°1 @_,v\,\/ Browser _ 1 User click signin and is redirected to the blockstack browser. An  APplication
public key auth request is created by the app

user's Id n°1 h

private key .
Ellh . S app's transit

Domain name € k private key b

‘ Signs the generates
“-.._ request

Included in app's transit
App user private key Eie fesLvse public key
Signs the

' response

Deterministically

generates "= 2. User is redirected to the app with the auth response .

App user private key
encrypted with the
public transit key
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Blockstack Storage

const [nhote, setNote] = useFile(“note.txt”)

userSession.putFile(“note.txt”, note, options)

userSession.getFile(“note.txt”, options)



Blockstack Storage

Using a Blockstack apps with multiple users
and collections

A

Hosting
Provider

A

Storage Orbit DB
Provider 3rd party APIs
Analytics

Online

i User
Offline

User
New
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Membership App

09:00 LTEA4 O

@ ‘tps://members.friedger.de &

B Blockstack

1. Create + Store token . 4
2. Fetch + Verify token ot

Hello, Friedger Miiffke!

Payment Receipt Token
Membership Token
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Membership App - Create + Store Token

09:00 LTEA4 O

@ ‘tps://members.friedger.de &

B Blockstack Log Out

4
i

signProfileToken w A
claim, userData.appPrivateKey) Hello, Friedger Milffke!

ayer | Blockstack ID ayment Received (in cash)
. . Payment receipturl | https:/gaia Handle Payment Receipt
userSession. putF 1le
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Membership App - Fetch + Verify Token

09:00 LTEA4 O

@ ‘tps://members.friedger.de &

fetch(gaiaReadUrl) e .
const appPublicKey = w N
publicKeyFromPrivate ( Hello, Friedger Miiffke!

userData.appPrivateKey)

verifyProfileToken(
token, appPublicKey)
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Membership App - Bonus

09:00 LTEA4 O

@ ‘tps://members.friedger.de &

B Blockstack

e Private Membership 5
encrypt for member(s) only Helo, Fiedger Mfke
e Members List N

store links
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How to get involved?

Participate in our Forum — forum.blockstack.org

Join our Discord— discord.ga/EhedcW

Contribute code — github.com/blockstack

Read the White papers — blockstack.org/papers

Host meetups, spread the word — community.blockstack.org/start

Credits to

Ludo Galabru .
Xan Ditkoff X' a :



https://forum.blockstack.org/
https://discrod.gg/EhedcW
https://github.com/blockstack
http://blockstack.org/papers
http://community.blockstack.org/start

